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Design and implementation of 3G+ VPN monitoring and
control system for protected agriculture
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Abstract A remote monitoring and control system based on 3G + VPN was designed and implementation to meet the
remote video monitoring requirement in protected agriculture. It provides a sufficient video bandwidth and cheap
wireless network access solutions. Results show that the system has characteristics of high universality,low cost, good
expansibility and high reliability;and can be easily applied to the sites of protected agriculture, where there is no wire
network connected to Internet, to meet the needs of remote monitoring and control. Now this system has been put into
use in school experimental base, through which we can monitor environmental parameters remotely,control base server
device,and watch the smooth clear real-time video (video server code rate for 512 kbit/s preset) .

Key words facility agriculture; 3G; VPN; remote monitor and control

WO PR M I 4 A SE BB O A F A R RDGER SRR A AR AL A B 2) B N BR T
AP ) FE B R L OC ZR B Sl Ay 1 g e 4 o A KA R Ah WA A L s, JO i i ADSL
PR R A Pt VIR R AEE, R IEE RE G (asymmetric digital subscriber line) £ 3 T Wi 15 2%
I Sl A8 ) AR BRBE 2 K008 . H i Y AR 50t ARl I8 55 5 30 L g B AR PEAS Hog o AR AR 21
BT B LA I 0 B 5 AR R R R DL 7 EEHOR N GG R W45 A i & Kk T ie 2

ARl B it — i b A i 2C . 5 Internet 3% 38 /Y JL Wro QAT PE A A 48 1 A5 4T AR B TR AN
T 2 W 26 38 5 JC 0 &« 1) DG 2T 9 2% b 3057 5 g 2%, IR AR B R A o ) e S R S I A A M A

Wk H . 2010-09-12

SR TUE - M5 AR LS 10 F (31072066 5 2Kk 2% F 55 A6 RO 0185 4 558 B (15050204)
B—AEE . 55 R m g AR B A s BN LN 45 T AR Ol Tl i 5T, E-mail: laofd@ cau. edu. cn
MIRAER . IO, BB 1 A W, 32 28 A 35 B0 A ol B it A% b 3R 858 45 il &k JF 5T - E-mail: futong@ cau. edu. cn



156 BOE KR Ol R F R

2011 4 25 16 %

HAAEZEMEX.

1 58 (6 28 ) 2% 1% By B TR AR 2 Fhor
7 : 38 i3 GPRS (general packet radio service) f TJ
BARY . PG b GPRS Y fi i L S i 24 171, 2
kbit/s HIZBR b B T 32 2 W 45 F1 230 R 4578
PR, 592 B 58— i HRB 3K 3] 20. 0 kbit/s, AT X
Pl B AR I RE 52 B — 26 15 5 2 R 4% . A AT REH T
R SN WA, TR A i AR £ A
ek 7 2, 56 [ 45 R OK H K R fE & 4 3%
LA REAT B AEL H i 7E B A L 52 HG B 5t 2 A BIR
AT BOFER T By 25 B 7 A ¢
HMAE AT VIE TR A A U WIS A
3G W 2% PHHC BLAT B 5 1) I SRR T S K 78 AR Y
T AGHE AT BT G AT AR s

BFXFICIEA A Internet [’ 45 14 4% Ml 15 i XiF
WO 2% JIR 55 1) o 5K AT 58 5 AR B I S B — R f A%
JEAARG B 28 7 (5 B A% i 2 T R )RR 5 L g
SR 0 R AT M A L R R X ) ML A AE HL I TS £k R 2%
R TT % .

1 FRFARIEE

AR IEEL 3G+ VPN $ AR 52 9 i 72 Wi . 3G
PR TCLR W 2% fif e 7 %6 VPN $E AR fift o 0 245 22 42 4
N\ [B] R L % 5 b 15 2% 7 B AT 4 A A L e
1.1 3G iRk

H AT B B8 (ITU) 32 52 B9 3G AR 1fE
EEAH W EF 3 Ffr. WCDMA., CDMA2000 Al
TD-SCDMA., B AR & T 964 CDMA R, {H— 8
KA ARANAFAE B BRI 2200, Vg B A T A
FU, o WCDMA Bk b T8 4 RS 4y £ 4k
(wideband code division multiple access) , X &5t T
GSM (global system for mobile communications) [
RIEH kR 3G FoAR ME, 2 B 3R Ry 98
CDMA AR, 5 H AR 584 CODMA iR FEAR
FHIR . HATIEAESE— B4 . CDMA2000 J2 i 78 4y
CDMA(CDMA 1S95) £ A & J& ifii K 9 58 17 CDMA
FA B CDMA Multi-Carrier, 2 35 H 5
LA A EFR S EFD B Lucent F 5K
A E = RAEA 25 6 E I TE O s £
5 # ., TD-SCDMA ( Time Division-Synchronous
CDMA)Fr A i 4 6] 26 CDMA 3% A5 i J2 i op 5 K

Rt B € 19 3G bR ifE. 1999-06-29, Hr = R J L £
) ITU $2H#5,

H a3 = K5 2 8 & 2l AR 3G
P Bk iz H WCDMA, HiL {51z CDMA2000, %
#1328 TD-SCDMA, £ 415 8/ 3G 1y e o B
LB 3G W WCDMA 1 R 47 B 6 05 55 %
7.2 Mbit/s, AT i % Jy 5. 8 Mbit/s; F {5 3G
" CDMAZ2000 EVDO )~ 17 B¢ s {E ] 2 3. 1
Mbit/s, AT m# % 1.8 Mbit/s; #3) 3G £
TD-SCDMA G3 ) FA7Hg I (H & 2. 8 Mbit/s, -
ATo s 3 % Ay 384, 0 kbit/sMH ) Mg B BEE 1Y
3G A TR K . TEH E AR ML K% b FE b PR 8 o, 33
4 AT 156 38 R F {5 19 3G b o 3 R 3 L 16K O f
55 JIE R A BT O UG DR I R A AR I H R R TR
W) WCDMA,

1.2 VPN ¥Rk

VPN J& H 900 % F L B SCoA gk 2 FH I 445 7t
SEL ARG VR A . AR R X il
P I 4 R, mT LAHS B R P LA R4 S
(AR A A v BN D R S DI K Ry
BRI ORI B 19 2 2 L i

HHr, B¢ ) WCDMA FE i B ffi ] T NAT
(network address transaction) & A, H Bt @
WCDMA | [ i) 35 £ AR BRI 1 TP g 15638 43 e 14 A
W IP, NAT @y 5 3R 1 1P 1Y o 3] g A5 A, DA
Internet Jo¥k H 315 [n] A& il 4 F NAT J5 5 X
S B BB AR T B, ARG E
W& VPN IR %5 & . VPN % P HLIF L& VPN Z [A]
5% vhr 1 7 XS B b ) 2% ) T 4 AT A B, VPN BT
TEBE I PSR s X SRR TE B (PPTP) ,PPTP T.4E
TESR 2 J2 02 —Fh 3CRE 2 U U #0074 1T 090 2% 1) 1Y) 2%
HA,

2 3G+HVPNZRRMERZHNAL

2.1 RHEFK

3G+ VPN IR i R A LR B £ 2 H
B4 2« 3 o A 2R 0 S B e B W s R G S b 3
F1 A6 09 T e . AT [ 25 7R 5 58 35 b 1) P9 40 34 BE
SR IF I B B BN IS L TS 7R B 1 56
FEESHGEAE N B RSN A, R AR
29 445 X0 D S 15 A 6 ) i ) R M S



%5 2 ]

P RSTEE . Bl 3G+ VPN m e i f R s 552 B 157

HEAARK | HL A Bl T S T R DR T SIS A T A
DR PR Tt 1) S . RS R g8 TR BN R B
DYIRE -

D) Festh Il 55 a% B A5 = — A 3G BRI, B
AP EMAEES A 3G EM R, LR TT.

2) KLt Iz 55 4% 1P [ & 73 B, A1 1P iy DHCP
(Dynamic Host Configuration Protocol) Ik 4 #% 3l
SO

3) 3 P AE F R 3% .

4)3G HZ i W 2 T A 3G B BUAS g A
ANLEG R .

5) B AU P DAT: ] My A5 AT 7 2 000 2 5% 2
4 T 1 TR 55 R B B A

6) i b 1 P 475 0 U W 1) R 240 6 v ) i b S
PR

7)) F b A1 55 Hb ] 4 X[ AR SE HL

8) 3k Hhy P 55 HU i 1) S I OR 4R L SR T S AR Hh
FEft I 2 B &y B L TR 55 45

DFIEFEFEERENKEEHRERFR.

10)3G il {5 4R B A B ) A E
2.2 R4t
2.2.1 Z%4AMR

HFEARRGET K, it HLH T 3G+ VPN
mREE RS (E D4 VPNI 4. VPN2 &
4: .VPN3 R %i.2 £ I I i 4 + WCDMA | ¥
RVHRE I ZE A AL GAE M RS 10 &

|

.

i
(Ol
|
INTERNET 4
Vil i

TEE G HH A L+ || TCERI 5 2+
3G LM E 3G _LMF
|

| VPN2 | 1 \-"]’INR |
( 2R )
1 O . SO O N G
00000- 00000
i 5 A L o045 v
b Jey 35

CAU e TRl P

Bl 3 CGRERERGEKREER
Fig.1 Schematic diagram of 3G video

surveillance system
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