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Abstract The purpose of the paper is to design a new type o intrusion detection system with a transactiorrlevel

database, which can be used to detect illegal users and their malicious transactional operations on the basis of the in-
trusion detection theory, the role-based access control mechanism and the data mining technology. In the training peri-
od, the rule database is formed by the sequential pattern discovery method to mine the role log files. When the
database works, the system can find malicious transactions by using the algorithm of database intrusion detection.
Based on the test, we draw the conclusion that the detection granularity is finer and its maintenance is easier.
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